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Human rights and AI misinformation
“Technology is actively used to create and amplify persuasion and deceit, to spread disinformation, distrust”-  Professor Sonia Livingstone [2]
"Weaponized AI could be an existential threat to human rights... with the potential to alter our perception of reality, present fiction as fact, and give biased answers and misinformation a veneer of objective truth."- Lorraine Finlay [3]
These are the words of some of the most brilliant researchers and skilled professionals in the field of artificial intelligence and human rights. They believe that AI is posing a real threat to human rights and over the past few days researching I have found out the reasoning behind their beliefs. Before jumping into the reason, we should understand about human rights and AI misinformation.
Human Rights
 "Human rights are rights inherent to all human beings, regardless of race, sex, nationality, ethnicity, language, religion, or any other status."- The United Nations [1]
"Human rights are the blueprint for human dignity.”- Mary Robinson [4]
In my point of view, I believe that human rights are the pillars of society. Human rights help maintain peace and stability in the world, the countries that have violated human rights have regularly faced protests, riots, deaths and destruction.
My statement can be proven by these examples-
North Korea- Has regularly faced economic sanctions and has been actively hailed as ‘the cruelest country’   
Syria- Is currently facing a massive civil war and that has caused the death of 580,000 to over 650,000 people (approximately) [9]
Sudan- Is currently facing a civil war, leading to the death of 150,000–400,000 people (approximately) [10]
Eritrea- Has no political opposition, no free press and common people’s voice is suppressed.	
Violation of human rights can lead to war, war inflicts death and pain on both sides, leading to no good but ultimately triggering vengeance, vengeance is then titled as ‘peace’. That peace leads to war and ultimately triggers a cycle of hatred. I truly believe that if human rights are enforced throughout our earth, this cycle of hatred can end.
The examples shown  above (North Korea Syria ,Sudan ,Eritrea) show that how important human rights are and nowadays, a newer  and sneakier form of  harassment is taking place, it involves the use of AI and it is getting out of hand let us dive deeper into that topic.
In conclusion, human rights are needed, deserved and should be cherished instead of being taken away forcefully. 
AI misinformation and its effects on human rights


This research (represented in the pie graph) was proven by INTERPOL [6][7]. AI misinformation and scams are becoming a major problem and I believe elderly are at the most risk, it can also be proven as the pie chart’s data below was confirmed by the Federal Trade Commission. (FTC) [8] 

How are AI misinformation scams caused:-
Scammers that use AI make fake videos that usually exploit religion or something that seems very good and interesting to the user, so these videos are targeted towards the elderly and children of young age, generation alpha and generation Z. Then, they start posting harmful and malicious links, this term is known as phishing. Some scammers take surveys to get people’s personal information, then they use that personal information they received from the survey and keep on calling them back to back until one of them falls for the scam, this is how AI misinformation scams occur.
Effects on human rights	
AI misinformation targets people at their vulnerable aspect, these videos are usually targeting one person, harassing them and often making them uncomfortable. They suppress their emotions, attack their opinions and worldview. AI is also used to ‘attack’ a certain person most likely journalists, human rights defenders, and activists, they do mass commenting in which negative and sensitive comments are made.

It violates guidelines and leads to breach of privacy, freedom of thought and in often cases AI driven recommendations makes a person’s opinion biased and makes them turn against a minority, religion and makes them want to inflict physical harm.



My point of view- The final verdict
AI is a wonderful and useful tool, I believe there is absolutely no doubt in that. The real problem is how people use it. There should be laws and rules regarding the usage of AI, if there are rules and regulations, AI misinformation will be countered, restricted and scams will decrease.
Making laws and regulations regarding AI will not suppress rights, if anything it will protect them. It won’t kill freedom of speech, it will protect others from getting harassed.
Few steps can be taken to ensure that these scams are reduced:-
Special AI generated marks: Special marks on AI videos to let the viewer know it is AI generated.
Middleman Treaty: One  party should view videos for any harmful, sensitive or malicious links (apart from youtube AI). The video then therefore shall be taken down. However, the video owner should have the right to appeal its taking down up to 3 times, the video shall therefore be kept under a 2 day observation and the party should then make the decision. 
So, in the end use AI wisely it is a valuable tool if you use it right. 
“What all of us have to do is to make sure we are using AI in a way that is for the benefit of humanity, not to the detriment of humanity.”- Tim Cook [5]
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